
 Crypto-Assets in India - A Case for Regulation 

 October 2021 

 I  NTRODUCTION 

 For  an  asset  class  that  only  had  its  first  commercial  transaction  in  2010  and  is  yet  to  have  a  clear 
 regulatory  landscape,  cryptocurrencies  have  found  unprecedented  popularity  in  India,  and  across  the 
 globe.  According  to  a  report  published  in  September  2021  by the  National  Association  of  Software 
 and  Service  Companies  (  NASSCOM  )  on  “Cryptotech  industry  in  India”  (  NASSCOM  Report  )  1  ,  Indian 
 retail  investors  have  invested  close  to  USD  6.6  billion  in  crypto  assets  which  is  estimated  to  increase 
 to  USD  15.6  billion  by  2030.  Over  230  start-ups  are  operating  in  India  in  the  crypto  space  and  the 
 crypto  industry  is  said  to  have  the  potential  to  create  more  than  800,000  jobs  by  2030. It  also  has  a 
 potential  to  create  an economic  value  addition  of  USD  184  billion  in  the  form  of  investments  and  cost 
 savings  2  . 

 Whilst  industry  reports  such  as  the  NASSCOM  Report  highlight  the  clear  economic  advantages  of 
 crypto  assets,  the  future  of  Indian  regulatory  framework  on  crypto  assets  remains  far  from  certain.  A 
 description  of  the  current  legal  landscape  for  crypto  assets  followed  by  a  multi-jurisdictional  analysis 
 for crypto assets is set out below. 

 C  URRENT  I  NDIAN  LEGAL  FRAMEWORK 

 S  UPREME  C  OURT  J  UDGMENT  A  ND  RBI C  IRCULAR  : 

 At present, there is no law in India which defines crypto currencies or crypto-assets. 

 The  Reserve  Bank  of  India  (  RBI  )  has,  in  its  own  words,  been  cautioning  users,  holders  and  traders  of 
 virtual  currencies  on  the  risks  associated  with  dealing  in  virtual  currencies.  The  RBI  adopts  an 
 expansive  interpretation  of  the  term  “virtual  currency”.  In  November  2017,  a  report  published  by  the 
 Inter-Regulatory  Working  Group  on  Fintech  and  Digital  Banking  set  up  by  RBI  defined  “digital 
 currencies”  to  mean  digital  representations  of  value  and  stated  that  “digital  currencies  are  not 
 necessarily  attached  to  a  fiat  currency  but  are  accepted  by  natural  or  legal  persons  as  a  means  of 
 exchange”.  The  RBI  went  on  to  issue  a  circular  on  6  April  2018  (the  2018  Circular  )  that  did  not  ban 
 virtual  currencies  but  sought  to  cut  off  their  lifeline.  The  2018  Circular  stated  that  “it  has  been  decided 
 that,  with  immediate  effect,  entities  regulated  by  the  Reserve  Bank  shall  not  deal  in  virtual  currencies 
 or  provide  services  for  facilitating  any  person  or  entity  in  dealing  with  or  settling  virtual  currencies”.  In 
 effect,  an  Indian  investor  could  no  longer  purchase  or  transfer  his  or  her  investments  in  a  virtual 
 currency using a bank account or borrow money for this purpose. 

 The  2018  Circular  was  challenged  before  the  Supreme  Court  of  India  by  the  “Internet  and  Mobile 
 Association  of  India”  and  some  companies  that  run  online  crypto  assets  exchange  platforms,  inter 
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 alia  ,  on  the  basis  that  the  2018  Circular  violated  the  virtual  currency  exchanges'  fundamental  right  to 
 trade  and  do  business.  The  Supreme  Court  considered  whether  the  2018  Circular  was  a  reasonable 
 and  proportionate  restriction  on  this  fundamental  right.  The  Supreme  Court  applied  the  concept  of 
 “proportionality”  under  English  law  which  it  defined  as  “  whether:  (i)  the  legislative  objective  is 
 sufficiently  important  to  justify  limiting  a  fundamental  right;  (ii)  the  measures  designed  to  meet  the 
 legislative  objective  are  rationally  connected  to  it;  and  (iii)  the  means  used  to  impair  the  right  or 
 freedom  are  no  more  than  is  necessary  to  accomplish  the  objective  ”  and  in  this  context  considered 
 the approach adopted by the European Union. 

 A  report  of  the  European  Union  considered  whether  virtual  currencies  should  be  banned  but 
 concluded the following: 

 “  We  are  not  in  favour  of  general  bans  on  cryptocurrencies  or  barring  the  interaction  between 
 cryptocurrency  business  and  the  formal  financial  sector  as  a  whole,  such  as  is  the  case  in  China  for 
 example.  That  would  go  too  far  in  our  opinion.  As  long  as  good  safeguards  are  in  place  protecting  the 
 formal  financial  sector  and  more  in  general  society  as  a  whole,  such  as  rules  combating  money 
 laundering,  terrorist  financing,  tax  evasion  and  maybe  a  more  comprehensive  set  of  rules  aiming  at 
 protecting legitimate users (such as ordinary consumers and investors), that should be sufficient  ”. 

 The  Supreme  Court  concluded  that  the  RBI’s  2018  Circular  was  a  disproportionate  response  to  the 
 harm  it  was  seeking  to  prevent  since  the  RBI  had  not  “found  anything  wrong”  in  the  way  crypto  asset 
 exchanges  functioned  and  “  not  come  out  with  a  stand  that  any  of  the  entities  regulated  by  it  namely, 
 the  nationalized  banks/scheduled  commercial  banks/cooperative  banks/NBFCs  has  suffered  any  loss 
 or  adverse  effect  directly  or  indirectly,  on  account  of  the  interface  that  the  virtual  currency  exchanges 
 had with any of them  .” 

 Although  the  2018  Circular  was  quashed  on  constitutional  grounds,  the  Supreme  Court  recognised 
 the  role  of  RBI  to  manage  currency  and  money  supply  and  noted  that  cryptocurrency  is  capable  of 
 being  accepted  as  valid  payment  for  purchase  of  goods  and  services,  and  payment  systems  can  be 
 regulated  by  the  RBI.  The  Supreme  Court  further  held  that  “  anything  that  may  pose  a  threat  to  or  have 
 an  impact  on  the  financial  system  of  the  country,  can  be  regulated  or  prohibited  by  RBI,  despite  the 
 said  activity  not  forming  part  of  the  credit  system  or  payment  system  ."  The  Supreme  Court  also 
 observed  that  the  RBI  did  not  explore  the  availability  of  alternative  and  less  intrusive  measures  such 
 as  regulating  cryptocurrency  trading  and  cryptocurrency  exchanges  (as  has  been  the  case  in  many 
 other jurisdictions). 

 I  NTER  -M  INISTERIAL  C  OMMITTEE  R  EPORT  :  The  issue  of  the  2018  Circular  by  the  RBI  was  not  the  only 
 warning  signal  as  the  RBI  and  the  Ministry  of  Finance  (  MoF  )  had  been  issuing  statements,  as  far  back 
 as  2013,  expressing  concerns  with  respect  to  virtual  currencies  on  account  of  money  laundering, 
 volatility  and  market  integrity  as  a  whole.  Prior  to  the  Supreme  Court  judgment,  the  MoF  had  set  up 
 an  Inter-Ministerial  Committee  in  November  2017  to  review  issues  relating  to  virtual  currencies.  In  July 
 2019,  the  Inter-Ministerial  Committee  released  a  report  (  Committee  Report  )  recommending  a  ban  on 
 dealing  in  virtual  currencies  and  promoting  the  use  of  distributed  ledger  technology  without  the  use  of 
 virtual currencies. 

 D  RAFT  2019  B  ILL  :  The  Draft  Banning  of  Cryptocurrency  and  Regulation  of  Official  Digital  Currency  Bill, 
 2019  (  Draft  2019  Bill  )  was  presented  to  the  MoF  on  July  22,  2019  by  the  Inter-Ministerial  Committee 
 and  sought  to  prohibit  mining,  holding,  selling,  trade,  issuance,  disposal  or  use  of  cryptocurrency  in 
 India.  Under  the  Draft  2019  Bill,  ‘cryptocurrency’  was  defined  as  any  information,  code,  or  token  which 
 has  a  digital  representation  of  value  and  has  utility  in  a  business  activity,  or  acts  as  a  store  of  value,  or 
 a  unit  of  account.  The  Draft  Bill  also  criminalised  mining,  holding,  selling,  issuing,  transferring  or  use 
 of  cryptocurrency  and  prescribed  a  fine  or  imprisonment  of  up  to  10  years,  or  both.  A  period  of  90 
 days was to be given to dispose any cryptocurrency if the Draft 2019 Bill were to be passed as a law. 

 The  definition  of  cryptocurrency  under  the  Draft  2019  Bill  was  very  broad  and  included  various  forms 
 of  digital  tokens  including  digital  tokens  which  have  not  been  generated  through  cryptography.  If  the 
 Draft  2019  Bill  were  passed  in  the  Indian  Parliament,  it  would  have  been  a  death  knell  for  the  crypto 
 industry  and  even,  although  inadvertently,  for  the  widely  used  reward  points  system  and  digital  tokens 
 (even  if  they  were  not  in  the  nature  of  currency).  The  penalties  prescribed  for  certain  offences  under 
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 the  Draft  2019  Bill  were  also  disproportionately  higher  as  compared  with  other  similar  economic 
 offences. 

 The  industry  uproar  and  increasing  demands  to  regulate  instead  is  likely  the  reason  for  the  Central 
 Government  announcing  in  early  2021  that  a  new  bill  on  cryptocurrencies  (  Draft  2021  Bill  )  would  be 
 introduced.  The  contents  of  the  Draft  2021  Bill  have  not  been  published  as  yet  and  it  is  unclear  when 
 it  will  be  introduced  in  Parliament.  The  obvious  concerns  relating  to  money  laundering  and  terror 
 financing are expected to be addressed by the Draft 2021 Bill. 

 C  LASSIFICATION  OF  CRYPTO  -  ASSETS  :  If  crypto  assets  are  not  banned  and  the  Central  Government  chooses 
 to  regulate  them  instead  (which  appears  to  be  the  preferred  option),  it  is  unclear  whether  crypto 
 assets  will  be  classified  as  commodities,  securities,  derivatives  or  currencies.  Considering  that  there 
 are  thousands  of  crypto  assets  with  different  characteristics,  it  is  difficult  to  slot  them  in  either  of  the 
 above  classifications  and  a  more  holistic  and  well-rounded  approach  would  be  to  prescribe  different 
 regulations  or  treatment  for  different  categories  of  crypto  assets.  The  classification  of  crypto  assets  is 
 a  question  which  many  countries  have  grappled  or  are  still  grappling  with.  For  example,  even  in  the 
 United  States  of  America,  a  country  which  is  home  to  the  largest  number  of  crypto  investors, 
 exchanges,  trading  platforms,  crypto  mining  firms  and  investment  funds,  the  regulatory  framework  for 
 cryptocurrencies  is  evolving.  The  Securities  and  Exchange  Commission  (  SEC  )  often  views  cryptos  as 
 securities,  the  Commodity  Future  Trading  Commission  refers  to  bitcoin  as  a  commodity,  and  the  US 
 Treasury refers to it as currency. 

 There  will  also  be  income  and  capital  gains  tax  implications  on  transactions  involving  crypto  assets 
 and  the  tax  treatment  may  vary  depending  on  whether  they  are  classified  as  commodities,  securities, 
 derivatives or currencies. 

 Transactions  involving  crypto  assets  will  also  need  to  comply  with  Indian  foreign  exchange  restrictions 
 and  limits  on  investments  by  individuals  and  companies  on  assets  outside  India.  The  Draft  2021  Bill 
 along with corresponding RBI regulations will also need to address these concerns. 

 Whilst  the  RBI  submitted  in  the  SC  Judgment  that  virtual  currencies  do  not  amount  to  payment 
 systems  under  the  Payment  and  Settlement  Systems  Act  2007  (  PSS  Act  ),  it  is  likely  that  appropriate 
 amendments  would  be  required  under  the  PSS  Act  and  the  payment  and  settlement  framework  to 
 govern crypto assets including their settlement as is the case in a few other jurisdictions. 

 E  MERGING  T  RENDS 

 S  TABLECOINS  :  Unlike  the  popular  notion  that  crypto-assets  do  not  have  any  underlying  value, 
 ‘stablecoins’  are  coins  which  are  typically  representative  of  some  underlying  value  (fiat  currency  or 
 precious  metals  such  as  gold)  and  are  usually  issued  by  an  identifiable  entity.  Therefore,  considering 
 the  inherent  underlying  value,  stablecoins  are  also  less  immune  to  volatility  in  prices.  A  stablecoin 
 issuer  may  operate  by  maintaining  a  reserve  of  these  assets  at  a  given  ratio  (and  not  necessarily 
 100%)  to  every  unit  of  cryptocurrency  issued.  Further,  these  reserve  assets  may  be  invested  in  liquid 
 securities  such  as  US  treasuries  or  other  assets  representing  the  currency  of  the  stablecoin  in  case  of 
 a  currency  stable  coin  such  as  the  USD  pegged  Tether.  Tether  is  the  third  biggest  cryptocurrency  in 
 the  world  by  market  value  3  .  The  issuer  would  generally  allow  holders  of  the  stablecoin  to  redeem  each 
 stablecoin  for  its  equivalent  value  in  fiat  currency  as  these  stable  coins  are  pegged  in  price  to  the  fiat 
 currency.  In  a  recent  publication  by  Harvard  Business  Review  it  is  observed  that  stablecoins  could 
 play  an  important  role  in  the  future  of  global  finance  and  they  could  even  become  a  backbone  for 
 payments  and  financial  services  4  .  Like  other  crypto  currencies,  there  is  no  Indian  law  specifically 
 applicable  to  stablecoins  either.  However,  considering  that  stablecoins  often  derive  their  value  from  an 
 underlying  assets  (currency  or  a  commodity),  it  is  likely  that  the  regulatory  vacuum  in  which  other 
 cryptocurrencies  operate  may  not  necessarily  be  available  to  them.  This  is  particularly  relevant  as 
 they  may  be  classified  as  a  currency  5  or  a  currency  derivative  or  commodity  derivative  depending 
 upon the nature of the underlying asset. 

 5  Under Exchange Control Regulations, currency includes any 'instrument by whatever name called that can be used to create 
 a financial liability'; 

 4  https://hbr.org/2021/08/stablecoins-and-the-future-of-money 
 3  https://www.livemint.com/market/cryptocurrency/all-you-need-to-know-about-stablecoins-11627273769232.html 
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 N  ON  -F  UNGIBLE  T  OKENS  (NFT  S  )  :  As  the  name  suggests,  NFTs  are  not  interchangeable  and  are  unique 
 assets  in  the  sense  that  there  is  no  other  token  which  is  identical  to  that  token.  While  cryptocurrencies 
 are  also  digital  assets,  NFTs  represent  a  unique  underlying  value  which  could  by  physical  or  digital 
 (example  a  piece  of  physical  or  digital  artwork  or  even  a  tweet!).  NFTs  debuted  on  the  ethereum 
 network  in  2017  and  among  the  first  tokens  was  the  digital  collectible  game  called  CryptoKitties  that 
 allowed  players  to  buy,  breed  and  sell  virtual  cats  6  .  WazirX  launched  the  country’s  first  marketplace  for 
 NFTs  and  the  platforms  will  allow  the  exchange  of  digital  assets  and  intellectual  properties,  including 
 art pieces, audio files, videos, programs and even tweets alongside other digital goods and services  7  . 

 Like  cryptocurrencies,  there  is  no  regulation  of  NFTs  in  India  yet  and  depending  upon  the  underlying 
 nature  of  the  assets  represented  by  the  NFTs,  we  would  have  to  analyse  the  legal  implications  of  that 
 NFT.  For  example,  if  shares  are  represented  by  an  NFT,  securities  laws  will  be  applicable  and  if  there 
 are cross border transfers, Indian foreign exchange laws will apply. 

 K  EY  RISK  AND  CHALLENGES  IN  C  RYPTO  -A  SSETS 

 Consumption  of  resources  :  Despite  the  flip  flop  by  Tesla  in  accepting  crypto  currency  as  a  mode  of 
 payment  and  Elon  Musk’s  infamous  tweet  endorsements  of  a  variety  of  crypto  assets,  the  extreme 
 consumption  of  resources  by  crypto  currencies  such  as  Bitcoin  remains  problematic.  With  an 
 increasing  focus  on  ESG  (Environmental,  Social  and  Governance)  policies,  the  Bitcoin  as  an  asset 
 class  comes  under  severe  scrutiny,  being  responsible  for  consuming  97.3  TWh  per  year  8  .  To  put  this 
 into  context,  if  Bitcoin  were  a  country,  it  would  rank  amongst  the  top  30  nations  in  the  world  from  an 
 energy  consumption  perspective.  The  concern  surrounding  consumption  of  resources  is  enough  for 
 the  Inter-Ministerial  Committee  to  question  the  roll  out  of  even  the  RBI’s  own  central  bank  digital 
 currency. 

 Consumer  protection  and  cybersecurity  -  ponzi  schemes  :  Over  the  years,  many  ransom  attacks  and 
 ponzi  schemes  have  emerged  siphoning  off  billions  of  dollars  in  investor  wealth.  India  will  need  an 
 extensive  consumer  awareness  campaigns  and  robust  cyber  security  structures  in  place  to  mitigate 
 such risks and make such products more consumer friendly. 

 Money  laundering  :  One  of  the  key  concerns  and  cornerstones  of  the  argument  to  ban  crypto  assets 
 lies  around  the  anonymity  of  transactions  and  therefore,  the  use  of  crypto  assets  by  criminals  to 
 launder  money  or  use  it  for  illicit  financing  (even  through  reputable  exchanges). However,  this  is  not 
 as  preponderant  a  risk  as  is  commonly  assumed  -  the  majority  of  cryptocurrency  trading  is  not  used 
 for  any  criminal  activity,  and  criminal  activities  represented  only  2.1%  of  the  aggregate  cryptocurrency 
 transaction  volume  (roughly  USD  21.4  billion  worth  of  transfers)  9  .  In  2020,  the  criminal  share  of  all 
 cryptocurrency  activity  fell  to  just  0.34%  (USD  10.0  billion  in  transaction  volume)  10  .  Currently,  know 
 your  customer  (KYC)  and  anti-money  laundering  (AML)  norms  are  set  out  under  the  Prevention  of 
 Money-Laundering  Act  2002  and  the  RBI  Master  Direction  –  Know  Your  Customer  (KYC)  Direction 
 2016  which  only  apply  to  entities  regulated  by  the  RBI  and  other  regulators  such  as  the  Securities 
 Exchange  Board  of  India  (  SEBI  ).  If  unregulated  businesses  follow  robust  KYC  and  AML  practices  and 
 voluntarily  follow  such  norms,  then  such  businesses  would  effectively  be  able  to  mitigate  the  risk 
 emanating from money laundering activities. 

 10  Chainalysis’   2021 report  - 
 https://blog.chainalysis.com/reports/2021-crypto-crime-report-intro-ransomware-scams-darknet-markets 

 9  Chainalysis’   2021 report  - 
 https://blog.chainalysis.com/reports/2021-crypto-crime-report-intro-ransomware-scams-darknet-markets 

 8  Cambridge Bitcoin Electricity Consumption Index 
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 T  HE  INTERNATIONAL  LANDSCAPE 

 No  discussion  on  crypto  assets  can  be  complete  without  a  relative  comparison  of  global  acceptance 
 of  such  assets.  Below  is  a  pictorial  representation  of  the  legal  landscape  of  crypto  assets  across  the 
 globe. 

 https://www.thomsonreuters.com.sg/content/dam/ewp-m/documents/singapore/en/pdf/white-papers/cr 
 yptos-on-the-rise-2021.pdf 

 Many  countries  across  the  globe  have  flip  flopped  from  banning  crypto  assets  to  regulating  crypto 
 assets.  Of  late,  cautionary  stances  from  regulators  have  transcended  into  regulations,  with  the 
 European  Union  (  EU  )  and  EU  member  states  leading  the  charge.  The  EU  Commission  introduced 
 a   directive   on  '  Markets  in  Crypto-assets  '  to  regulate  trading  in  crypto-assets  and  to  support  digital 
 finance  in  all  EU  member  states. Most  EU  member  states  that  have  come  out  with  regulations  to 
 regulate  crypto  assets  have  prescribed  licensing  requirements  and  AML  regulations  for 
 cryptocurrency  businesses.  Canada  has  also  adopted  a  similar  approach.  The  regulatory  framework 
 in  the  US  is  evolving  with  each  regulator  attempting  to  regulate  crypto  assets  differently.  In  Africa, 
 approximately  60%  of  African  governments  are  yet  to  make  their  position  known  11  .  No  continent 
 makes  a  better  use  case,  in  our  view,  for  crypto  currency  than  Africa  –  the  volatility  and  devaluation  of 
 currencies  in  African  economies  makes  cryptocurrencies  a  store  of  value  (especially  stablecoins)  for 
 many citizens that have seen wealth destruction over the years. 

 There  is  no  consistent  approach  followed  in  Asia.  Ten  Chinese  agencies,  including  the  central  bank, 
 financial,  securities  and  foreign  exchange  regulators,  vowed  to  work  together  to  root  out  "illegal" 
 cryptocurrency  activity,  underscoring  China's  commitment  to  put  an  end  to  the  crypto  market.  China 
 views  cryptocurrencies  as  a  threat  to  its  sovereign  digital-yuan,  which  is  at  an  advanced  pilot  stage. 
 Singapore  and  Japan,  on  the  other  hand,  have  chosen  to  regulate  crypto  assets  with  appropriate  AML 
 safeguards. 

 11  https://cointelegraph.com/news/exploring-the-landscape-of-crypto-regulations-in-sub-saharan-africa 
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 Conclusion 

 Currently,  there  remains  a  vacuum  in  the  Indian  regulatory  framework  on  crypto-assets.  The  Supreme 
 Court  judgment  whilst  upholding  the  constitutional  rights  of  various  stakeholders  makes  some 
 interesting  observations.  It  recognises  the  role  of  the  RBI  in  dealing  with  currencies  and  the  payment 
 system  as  well  as  the  need  for  proportionate  measures  to  regulate  trade.  Regulation  of  crypto-assets 
 will  require  a  coordinated  effort  from  the  RBI,  the  SEBI  and  the  government.  It  remains  to  be  seen 
 whether  the  Indian  government  will  stifle  innovation  in  financial  technology  through  the  2021  Draft  Bill 
 or  adopt  a  more  liberalised  approach  followed  by  US,  EU,  Japan  and  Singapore  which  regulate  crypto 
 assets. 
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